
MONITORING, AUTHENTICATION AND 

PROTECTION OF DEVICES AND USERS

Control who can enter the company network to 

prevent identity theft

Manage traceability of access to applications and 

resources

Allow guests to access the network on an as-needed 

basis, with access restrictions

Monitor unusual or suspicious behaviour to limit 

malicious activity

MANAGEMENT, CONTROL AND PROTECTION 

OF NETWORK ACCESS

Monitor which devices are allowed to access the network

using fine-grained access control measures

NETWORK ACCESS CONTROL 

Manage your users' access permissions

to improve your cyber resilience

NETWORK ACCESS CONTROL - NACSecurity

- Policy enforcement for IoT* and BYOD**  

   users and devices

- Policy lifecycle management

- Remediation of cyber threats

Enhanced security

- Automated monitoring and protection 

   requiring fewer IT resources

- Reduced risk of financial loss from cyber 
   attacks

Optimised productivity

- Network-wide usage monitoring 

- Track and adjust policies as users and  

   devices change

- Reports for any unauthorised access 

   attempts

Detailed profiling and visibility

* Internet of Things / ** Bring Your Own Device
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Dynamic access based

on user profiles

Who ?
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Quarantine

Network segmentation

Contextual
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Incident

response

SECURITY SERVICES FOR NETWORKS AND CONNECTED DEVICES

 DEPLOYING NAC SOLUTIONS

Flexible and scalable configuration

The access security solution can be integrated from 

anywhere in the network using an IP connection.

• Scalable to multiple sites and millions of devices.

• No limit on the number of ports that can be supported 

simultaneously.

DIFFERENT SECURITY ACCESS POLICIES

Automated and customisable security posture management

Benefit from a powerful service that provides the visibility, access control and compliance capabilities
required to strengthen your network security infrastructure

Defines a set of priority rules that identify detailed user and device 

profiles in addition to the operating scenarios that are allowed to 

automatically access the network.

Authentication process for users and devices before access is granted

FORTINAC MONITORING AND ANALYSIS METHOD

- Constant agent-free monitoring of the network

- Devices / Users / Applications

- Profiling of each connected device

- Risk analysis

- Micro-segmentation of network

- Granting or restricting network access

-Security policy management

- Cybersecurity alert

- Risk assessment

- Quarantine for devices under threat

Possibility of redundancy to ensure high availability:

Hardware applications Virtual Machines (VM)

      SECURITY VISIBILITY COMPLIANCE

SONEMA

7, Avenue d’Ostende

98000 Monaco

www.sonema.com

More information?

Contact our Sales team: 
 

+377 93 15 93 15 or 

sales@sonema.com

About Sonema

A proactive partner, we develop tailor-made and scalable telecom solutions to 

assist our clients with their projects on a daily basis. Our sense of commitment is 

based on a strong understanding of their issues, and allows them to concentrate on 

their core business and latest innovations.

TRACEABILITY

SONEMA’S SOLUTION FOR COMPLIANCE WITH TECHNOLOGICAL AND REGULATORY REQUIREMENTS
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